Q1. Ransomware is a type of computer hack that locks users out of their files unless a small ransom is paid in Bitcoin. If your device was hacked in this way, what would you be most likely to do?
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Base: All Respondents (unwtd)
Base: All Respondents (wtd)
| would have no idea what to do

Contact law enforcement to see if they can
help

Retrieve your data from a clean backup

Contact your Internet service provider to see if
they can help

Conclude that the data is irretrievable and
reformat the device

Contract a private IT firm to see if they can
help

Pay the ransom
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Q2. Have you personally or anyone you know ever been a victim of ransomware?

A B C D E F G H | J K L M N 0] P Q R S T u \'% W X Y

Base: All Respondents (unwtd)
Base: All Respondents (wtd)
Yes, me personally

Yes, someone | know

No

I don't know
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Q3. Did you pay the ransom to have your device unlocked?

A B C D E F G H | J K L M N 0] P Q R S T u \'% W X Y

Base: Victim of Ransomware (unwtd) 1478 43 72 55 68 86 79 45 59 42 117 48 80 24 159 46 14 95 76 58 138 28 6 25 15

Base: Victim of Ransomware (wtd) 1420 27 60 58 66 88 74 42 60 40 98 46 78 25 150 48 12 101 67 55 152 28 6 25 15

Yes 582 15 9 22 7 35 28 10 37 10 72 12 8 7 101 11 7 68 29 22 60 9 1 3 -

41% 54% 15% 38% 10% 40% 38% 23% 62% 25% 74% 26% 11% 29% 67% 22% 58% 67% 44% 39% 39% 32% 17% 12% -

** * CEM* * CEM* CEM* * CDEFGHILM * CDEFGHILM * * *k CDEFGHILM *x *x CDEFGHILM *k CEM* CEM* *E *k *k **

TU* TU* TU TU*

No 838 12 51 36 59 53 46 33 22 30 26 34 69 18 49 38 5 33 37 33 92 19 5 22 15
59% 46% 85% 62% 90% 60% 62% 77% 38% 75% 26% 74% 89% 71% 33% 78% 42% 33% 56% 61% 61% 68% 83% 88% 100%

** DFGIKORTU* IKOR* DFGIKORTU* IKOR* IKOR* IKOR* * IKOR* * IKOR* DFGIKORTU* *k *x ** * *k IKOR* IKOR* ** *k *k *x

Sigma 1420 27 60 58 66 88 74 42 60 40 98 46 78 25 150 48 12 101 67 55 152 28 6 25 15

100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%



Q4. Why did you choose not to pay the ransom to have your device unlocked?

A B C D E F G H | J K L M N 0] P S T u \'% W X Y

Q R

Base: Did Not Pay Ransom (unwtd) 898 22 62 36 61 56 52 35 29 30 34 40 71 17 50 39 6 36 49 34 78 19 5 22 15

Base: Did Not Pay Ransom (wtd) 838 12 51 36 59 53 46 33 22 30 26 34 69 18 49 38 5 33 37 33 92 19 5 22 15

Paying criminals is not right 375 5 35 24 26 20 19 17 10 15 16 14 43 10 17 13 1 15 7 15 40 5 - 3 5
45% 42% 69% 65% 44% 38% 40% 51% 44% 51% 60% 40% 62% 54% 35% 36% 26% 44% 19% 44% 44% 26% - 14% 33%

My data was all safely backed up on another 246 3 12 13 17 11 9 9 7 2 1 3 25 2 19 15 1 9 12 8 52 1 1 6 7
device 29% 24% 25% 36% 28% 21% 19% 27% 30% 8% 4% 9% 36% 14% 38% 39% 26% 27% 33% 24% 57% 5% 20% 27% 47%

| was able to unlock the device 230 4 20 6 5 21 6 19 3 10 4 13 26 8 14 6 1 15 13 4 12 6 1 8 9
27% 28% 39% 16% 9% 40% 12% 57% 11% 33% 15% 39% 37% 46% 29% 15% 16% 44% 35% 11% 13% 32% 20% 36% 60%

The data on my device was not worth the price 193 3 11 7 18 7 12 4 2 6 7 5 10 4 14 7 - 10 8 11 33 3 2 2 7
23% 26% 22% 21% 30% 13% 26% 12% 8% 22% 27% 14% 14% 24% 28% 19% - 30% 22% 34% 36% 16% 40% 9% 47%

The ransom price was too high 110 1 7 4 9 5 6 1 3 3 7 2 3 3 10 1 - 3 3 4 18 4 - 4 7
13% 11% 14% 11% 16% 9% 13% 2% 12% 11% 27% 6% 5% 16% 20% 2% - 10% 9% 13% 20% 21% - 18% 47%

A private company was able to unlock the 96 1 2 3 4 1 13 5 - 6 3 7 3 1 10 1 - 3 2 3 16 - 1 6 3
device for me 11% 11% 5% 9% 6% 3% 29% 15% - 21% 11% 19% 1% 5% 21% 3% - 9% 6% 8% 18% - 20% 27% 20%

Figuring out how to pay the ransom was too 75 2 * - 8 5 2 - 3 4 3 3 3 2 8 3 - 2 6 4 6 - - 3 8
complicated 9% 17% 1% - 13% 9% 5% 14% 14% 12% 8% 1% 11% 17% 8% - 5% 17% 11% 7% - - 14% 53%

Law enforcement was able to unlock the 67 * 2 1 3 2 2 3 3 2 3 2 7 2 9 3 - 3 3 1 5 - - 5 6
device for me 8% 3% 4% 3% 5% 3% 5% 8% 13% 7% 11% 5% 10% 11% 19% 7% - 8% 9% 3% 5% - - 23% 40%

Other 62 - 3 5 8 1 - 3 1 1 6 2 10 2 3 3 2 2 2 2 1 4 - 1 -

7% - 5% 15% 14% 3% - 8% 1% 3% 24% 6% 15% 8% 5% 9% 31% 5% 6% 5% 1% 21% - 5% -

Sigma 1453 20 93 63 98 74 69 59 31 50 50 50 130 34 104 52 5 61 58 51 184 23 5 38 52
173% 163% 184% 175% 166% 139% 149% 181% 138% 169% 191% 146% 187% 189% 213% 139% 100% 182% 156% 152% 201% 121% 100% 173% 347%



Q5. After paying the ransom, were you able to unlock the device?

A B C D E F G H | J K L M N 0] P S T u \'% W X Y

Q R

Base: Paid Ransom (unwtd) 580 21 10 19 7 30 27 10 30 12 83 8 9 7 109 7 8 59 27 24 60 9 1 3 -
Base: Paid Ransom (wtd) 582 15 9 22 7 35 28 10 37 10 72 12 8 7 101 11 7 68 29 22 60 9 1 3 -
Yes 527 14 6 17 7 32 26 8 36 10 67 10 5 7 91 9 4 60 29 21 56 9 1 2 -
91% 96% 66% 77% 100% 92% 94% 80% 97% 100% 92% 87% 65% 100% 90% 81% 63% 89% 97% 96% 94% 100% 100% 67% -

* % * % k% k% k% * % * %k %%k k% * * % * %k k% * % * %k * k% * % * * %k k% k%
No 55 1 3 5 - 3 2 2 1 - 6 1 3 - 10 2 3 8 1 1 3 - - 1 -
9% 4% 34% 23% - 8% 6% 20% 3% - 8% 13% 35% - 10% 19% 37% 11% 3% 4% 6% - - 33% -

* % * % k% %k k% * % * % %k k% * k% k% %%k * % k% * L * % * k% %k ]
Sigma 582 15 9 22 7 35 28 10 37 10 72 12 8 7 101 11 7 68 29 22 60 9 1 3 -

100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% -



Q5. After paying the ransom, were you able to unlock the device?

North Europe APAC G-8 Countries Middle
America East/Africa
Base: Paid Ransom (unwtd) 580 71 51 71 301 110 222 74
Base: Paid Ransom (wtd) 582 77 52 82 278 123 211 80
Yes 527 70 50 70 253 106 193 73
91% 90% 97% 85% 91% 86% 92% 91%
* %k * * *
No 55 8 2 12 25 17 17 7
9% 10% 3% 15% 9% 14% 8% 9%
* %k * * *
Sigma 582 77 52 82 278 123 211 80
100% 100% 100% 100% 100% 100% 100% 100%




